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Abstract. In recent work, various fractal image coding methods are reported, which adopt the self-
similarity of images to compress the size of images. However, till now, no solutions for the security of 
fractal encoded images have been provided. In this paper, a secure fractal image coding scheme is pro-
posed and evaluated, which encrypts some of the fractal parameters during fractal encoding, and thus, 
produces the encrypted and encoded image. The encrypted image can only be recovered by the correct 
key. To keep secure and efficient, only the suitable parameters are selected and encrypted through in-
vestigating the properties of various fractal parameters, including parameter space, parameter distribu-
tion and parameter sensitivity. The encryption process does not change the file format, keeps secure in 
perception, and costs little time or computational resources. These properties make it suitable for secure 
image encoding or transmission. 
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1 Introduction 
 
With the development of multimedia technology and Internet technology, multimedia data are used 
more and more widely in human's life. Taking images for example, they can bring more information 
than text or binary data, e.g., advertisements, pictures, maps, etc. In some applications, the sensitive 
images related to politics or commerce, such as military maps, medical images or multi-resolution im-
ages, should be protected in order to avoid unauthorized users knowing it. This demand activates the 
research on image encryption. Image encryption technique [1][2] transforms the image into an unintel-
ligible form under the control of a key. Only the user having the correct key can recover the image. Till 
now, various image encryption algorithms have been reported, which can be classified into two types, 
i.e., raw image encryption and compressed image encryption.  
     In raw image encryption, the image is encrypted before compression.  The simplest method is image 
permutation [3,4] that changes the pixels' position randomly.  Recently, chaos-based ciphers are often 
used in image encryption. For example, the cascaded chaos maps are used to construct the stream cipher 
for image encryption [5], the discrete Kolmogorov flow map is used to design the parallel image en-
cryption algorithm [6], two chaotic maps are combined to shuffle the image pixels [7], nonlinear chaotic 
algorithm is introduced to replace linear function in image encryption [8], discrete exponential chaotic 
maps' confusion and diffusion properties are improved and used to design the image encryption algo-
rithm [9],  the Chaotic Neural Network is used to design the stream cipher for images [10], the 2-
dimensional Baker map is used to construct the block cipher for images [11,12,13,14], the 3-
dimensional chaotic maps are used to make the block ciphers for images [15,16]. These ciphers encrypt 
the uncompressed images directly without considering of compression. 
     In practice, images or videos are often compressed in order to save the cost of storage space or 
transmission loading. Thus, it is more reasonable to encrypt the compressed data. Furthermore, consid-
ering that images or videos are often of large volumes, encrypting the compressed data completely will 
cost much time. Thus, it will reduce the computational cost if encrypting only part of the compressed 
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data. For example, the DCT coefficients' signs are encrypted in DCT transformed blocks [17], the data 
blocks are permuted in frequency domain [18,19], and both the coefficients' signs and block positions 
are encrypted [20,21]. These algorithms encrypt only some parameters in the image, reduce the en-
crypted data volumes, and thus, improve the encryption efficiency. The key problem is how to select 
the parameters. Considering that different compression method produces different parameters, different 
encryption algorithm should be designed for different compression method.  
    Recently, fractal image coding [22,23] attracts more and more researchers, which adopts the self-
similarity in images to compress image data. Generally, in these compression methods, the image is 
partitioned into blocks. According to the property of self-similarity, for each block, a fractal transforma-
tion can be obtained, which is determined by some fractal parameters. Thus, for each block, only the 
corresponding fractal parameters are stored instead of the block data themselves, which reduces the data 
size. Most of the recent works [24,25,26] focus on the method to obtain the suitable fractal transforma-
tion. 
    Till now, there is no solution for image encryption in fractal coding. This paper aims to give an en-
cryption scheme for fractal image coding. Firstly, the fractal parameters' properties are investigated, 
such as the parameter space, parameter distribution and parameter sensitivity. Then, based on the inves-
tigation, the suitable fractal parameters are selected, and the secure fractal image coding scheme is con-
structed, which combines encryption/decryption operation with fractal image encoding/decoding proc-
ess. Finally, some experiments and analyses are given to show the proposed scheme's performances, 
such as security and efficiency. 
    The rest of the paper is arranged as follows. In Section 2, fractal image coding is briefly introduced. 
Then, the secure fractal image coding scheme is presented in Section 3. And the performances, includ-
ing security and efficiency, are evaluated in Section 4. Finally, some conclusions are drawn and future 
work is presented in Section 5. 
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2 About Fractal Image Coding 
 
Fractal image coding [27] adopts the self-similarity in an image to find the iterated contract transform 
for each block and stores only the parameters of contract transform instead of the image pixels. The first 
fractal image coding method is proposed by Jacquin [28,29], which partitions the image into squared 
domain blocks and range blocks, finds the most matched domain block corresponding to each range 
block, determines the suitable contract transform that makes the transformed domain block most similar 
to the original range block, and stores the parameters of the contract transform. Most of existing works 
focus on the method to obtain the most suitable contract transforms. For example, Thomas and Deravi 
[30] uses region-growing method to combine some range blocks and makes the range blocks more 
adaptive with image content, Franich [31] partitions the image into range blocks with a quadtree-based 
method in order to make the encoding process adaptive with the image content, Truong et al. [23] util-
izes the spatial correlations in both the domain blocks and the range blocks to reduce the searching 
space during block matching, He et al. [24] uses the one-norm of normalized block to avoid the exces-
sive search in block matching, and Zhou et al. [22] uses a special unified feature (UFC) to reduce the 
search space and borrows DCT coder to improve the quality of the reconstructed image. 
 
2.1 Iterated Contract Transform 
 
In fractal image coding, for each range block, the iterated contract transform, also named fractal trans-
form, is determined. Set M  the matrix space of the image, δ  the given metric of matrix error, origµ  
the original image to be encoded and τ  the contract transform. The contract transform τ  should make 
the image contracted from M  to origµ  after iterated transforms. Generally, τ  satisfies the following 
conditions [29]. 
1, , , ( ( ), ( )) ( , )s M sµ ν δ τ µ τ ν δ µ ν∃ < ∀ ∈ ≤ ,                                                                      (1) 
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and ))(,( origorig µτµδ  is small. Here, s  is named the contract factor of the contract transform τ . Since 
τ  often needs much smaller storage space than origµ  does, τ  can be regarded as the compressed form 
of the original image origµ . 
 
2.2 Block Based Implementation 
 
Block based fractal image coding [29,30,31,32] is now the most popular method. Generally, the original 
image origµ  is partitioned into domain blocks and range blocks. For each range block, the most similar 
domain block will be found and the fractal transform is determined. Taking N range blocks for example, 
the encoding process is to find a set of fractal transforms },,,{ 21 Nτττ "  that can transform an arbi-
trary image 0µ  into the original image origµ  after iterations. In practical implementation, fractal trans-
form iτ  (i=0,1,…,N-1) is composed of geometric transform iS  and other transform iT .  Among them, 
geometric transform includes the size scale and block position, while the other transform includes con-
trast scaling iα , luminance offset ig∆  and isometric transformation iA . Here, iα  ranges in [0,1] in 
order to keep the fractal transform contracted, ig∆  is the difference between pixels in the range block 
and the ones in the transformed domain block, and iA  includes the rotation and symmetric transform in 
horizontal, vertical or diagonal direction. Thus, for the i-th range block, the fractal transform iτ  is de-
fined as 
iii ST D=τ .                                                                                                                                       (2) 
Set iR  a range block and iD  the corresponding domain block, then 
)))((())(()(~ iiiiiiiiiii gDSDSTDR ∆+=== ατ A .                                                                      (3) 
Here, iR
~  is the approximate value of iR  estimated by iD . 
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  The decoding process is composed of iterated contract transforms. That is, for arbitrary initial image 
0µ , each of its range block is transformed by the iterated fractal transform, which makes the initial 
image 0µ  contracted to the original image origµ .  
 
2.3 The General Implementation 
 
In fractal image coding, the parameters of fractal transform are stored, which include the position of the 
matched domain block Dxy (Dx in horizontal direction and Dy in vertical direction), contrast scaling iα , 
luminance offset ig∆  and isometric transformation iA , etc [32]. Additionally, if the block partitioning 
is based on quadtree method, then the height information of the quadtree should also be stored. The 
position information is in relation with the number of domain blocks. For example, if the number of 
partitioned domain block is 128x128, then the position information is of 14 bits (7 bits for Dx, and 7 bits 
for Dy). For the parameter iα , the more the assigned bits, the higher the encoded image's quality. For 
the parameter ig∆ , the more the bits, the higher the encoded image's quality. Generally, the number of 
bits for ig∆  is in relation with the number of pixel levels. For example, if the image is of 256 colors, 
then ig∆  is of 9 bits (one bit for the sign). The parameter iA  is often of 3 bits, since there are often 8 
kinds of isometric transforms, as shown in Table 1. Thus, the typical assignment for fractal parameters 
is listed in Table 2. 
Table 1. Cases of isometric transform iA  
 
No Transform Bits 
1 unchanged 000 
2 Symmetric transform in the middle horizontal axis 001 
3 Symmetric transform in the middle vertical axis 010 
4 Symmetric transform in the first diagonal line 011 
5 Symmetric transform in the second diagonal line 100 
6 Rotate 900 101 
7 Rotate 1800 110 
8 Rotate -900 111 
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Table 2. Bit number of fractal parameters 
 
Parameter Number of bits 
Dxy 7+7 
iα  6 
ig∆  8+1 
iA  3 
Sum 32 
 
         
3 Secure Fractal Image Coding Scheme 
 
In the proposed secure fractal coding scheme, some sensitive parameters in fractal image coding will be 
selected and encrypted. In the following content, the principles of secure partial encryption will be in-
troduced, the properties of the parameters of fractal image coding will be investigated, and the suitable 
parameters are selected and encrypted with secure ciphers. 
  
3.1 Principles of Secure Partial Encryption 
 
In partial encryption, only some parameters of image data are encrypted while the others are left un-
changed. To keep secure, some principles [2] are required to select the suitable parameters: 
i) The parameter with the properties of large space and random distribution is preferred to be encrypted. 
The larger the parameter space is, the more difficult the brute-force attack [33] is. If the parameter is in 
random distribution, then the difficulty of statistical attack will be increased. 
ii) The parameter with high sensitivity is preferred to be encrypted. The parameter sensitivity denotes 
the quality degradation caused by a unit error in the parameter. If the quality degradation is big, the 
parameter is regarded as of high sensitivity. Encrypting the parameter with high sensitivity is easy to 
make the image content unintelligible. 
iii) For parameter encryption, the cipher with high security is preferred. The parameter should be en-
crypted with the cipher that has high key sensitivity. It can confirm that a slight difference in the key 
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will lead to great differences in the parameter, and thus, a slight different key will make the decryption 
failed. 
 
3.2 Investigation of Fractal Parameters 
 
3.2.1 Parameter Space 
In fractal image coding, different parameter has different space. Under the condition of knowing only 
the encrypted parameter, the parameter space determines the brute-force times for guessing the original 
parameter. According to the example shown in Table 2, the parameter spaces are listed in Table 3.  
 
Table 3. Parameter spaces 
 
Parameter - a Parameter space – S(a) 
Dxy 214 
iα  2
6 
ig∆  29 
iA  23 
 
As can be seen, ig∆  and Dxy have larger parameter spaces than iα  and iA .  Additionally, the parameter 
space of Dxy is in relation with the number of domain blocks. The more the domain blocks, the larger 
the space of Dxy. Otherwise, on the contrary. Among these parameters, the rotation parameter iA  has the 
limited space that may be fragile to brute-force attacks, and thus, it is not suitable for encryption. 
 
3.2.2 Parameter Distribution 
In fractal image coding, for different range block, a parameter may get different value from its parame-
ter space. By computing the frequency of each parameter value, we can get the parameter's distribution. 
Suppose the image is partitioned into M×M domain blocks, the happen probability of each parameter 
value is defined as 
( , )( , )
( )
F a jP a j
S a
= .                                                                                                                              (4) 
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Here, a (a is ig∆ , Dxy, iα  or iA ) is the fractal parameter, S(a) is the parameter space of a, P(a,j) is the 
probability of the parameter a that satisfies a=j (j=0,1,…,S(a)-1), F(a,j) is the frequency of parameter a 
when a=j (j=0,1,…,S(a)-1). 
  Suppose the image is partitioned into 128×128 range blocks and 127×127 domain blocks and the pa-
rameter spaces of ig∆ , Dxy, iα  or iA  is same to the one proposed in Table 3. Taking five images 
(256x256 Lena, 512x512 Boats, 512x512 Eltoro, 256x256 Village and 256x256 Scene) for example, we 
test and compute the probability of each fractal parameter. For each parameter, the average probability 
between the 5 images is shown in Fig. 1. 
 
Fig. 1. The probability distribution of fractal parameters in image coding 
 
As can be seen, the rotation parameter iA  is near to uniform distribution, the scale parameter iα  is simi-
lar to the uniform distribution with peak values in the border, and the luminance offset ig∆  and domain 
block position Dxy are similar to normal distribution. According to the statistics, the domain block posi-
tion Dxy only happens in part of the space, and thus, encrypting Dxy may waste some computing cost. 
For the scale parameter iα , it happens more frequently in the border than in other space. To encrypt iα , 
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the chained encryption mode [33] should be taken to make the encrypted parameter in uniform distribu-
tion.  
 
3.2.3 Parameter Sensitivity 
The parameter-sensitivity of fractal encoding may be explained as follows: the decoding process is an 
iterated process, which causes that the reconstruction of each range block to depend not only on the 
matched domain block but also on other domain blocks. So the mistake of one decoded range block 
may lead to mistakes of other decoded range blocks, and after iterating the fractal transforms the de-
coded image may become unintelligible. Here, we define the fractal parameter sensitivity as the change 
rate of the image's quality degradation corresponding to different number of parameter mistakes. There 
is still no suitable measure for image's intelligibility. Since Peak Signal Noise Ratio (PSNR) is now 
often used to evaluate image quality, it is used here to measure image quality degradation. For 256-
color images, the PSNR is defined as 
MSE
PSNR
2
10
255log10=                                                                                                              (5) 
Where MSE (Mean Square Error) satisfies 
[ ]
21 1
0 0
1 ( , ) ( , )
H W
i j
MSE X i j X i j
WH
− −
= =
′= −∑∑ .                                                                                (6) 
Here, W and H are the image's width and height, respectively, and ( , )X i j  and ( , )X i j′  are the (i,j)-
position pixels in the original image and the error-decoded image, respectively. 
     Experiments on various images (Lena, Boats, San, Couple and Eltoro) have been done, and the re-
sults are shown in Fig. 2. Here, the number of range block is 64×64, iα  is of 5 bits, ig∆  is of 7 bits, iA  
is of 3 bits and Dxy is of 10 bits. The curve corresponding to each parameter denotes the mean value of 
the test images. As can be seen, the curves of luminance shift ig∆  and contrast scaling iα  are much 
lower than the others, which mean that ig∆  and iα  cause much more quality degradation than other 
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parameters do. Thus, the parameters, ig∆  and iα , have higher parameter sensitivity than others, and 
they are prefer to be encrypted. 
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Fig. 2. Parameter sensitivity of fractal parameters 
 
 
3.3 Architecture of the Secure Coding Scheme 
 
3.3.1 The Secure Encoding and Decoding Scheme 
According to the secure partial encryption principles described in Section 3.1 and the parameter investi-
gation given in Section 3.2, the two parameters, i.e., luminance offset ig∆  and contrast scaling iα , are 
more suitable for encryption than the isometric transform iA  and domain block position Dxy. We pro-
pose the secure fractal encoding and decoding scheme based on parameter encryption, as shown in Fig. 
3. In encoding, the image is partitioned into blocks, the fractal transform for each block is determined, 
the two parameters, i.e., ig∆  and iα , are encrypted, and all the parameters are multiplexed and stored. 
In decoding, the parameters are de-multiplexed, the two parameters, i.e., ig∆  and iα , are decrypted, 
and all the parameters are used to drive the iterated fractal transforms. 
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Fig. 3. The proposed secure fractal image encoding/decoding scheme 
 
3.3.2 Parameter Encryption/Decryption 
To improve the security of parameter encryption, the chained encryption mode is adopted. For N range 
blocks, N parameter pairs are generated, they are X0, X1, …, XN-1. Here, Xi is the multiplex of the two 
parameters αi and ∆gi, that is, Xi=αi|∆gi (i=0,1,…,N-1). Thus, the parameter encryption based on the 
chained encryption [33], as shown in Fig. 4, is defined as 
0 0 0 0 0 0 0 0
1 1 1 1 1 1
( , ) (( | ) , )
( , ) (( | ) , )i i i i i i i i
X E X V K E g V K
X E X X K E g X K
α
α+ + + + + +
 ′ = ⊕ = ∆ ⊕
′ ′ ′= ⊕ = ∆ ⊕
.                                                  (7) 
Here, V0 is an initial vector, Ki (i=0,1,…,N-1) is the i-th range block's encryption key, X'i (i=0,1,…,N-1) 
is the i-th encrypted range block, '⊕ ' is the bitwise exclusive or operation, and E() is the encryption 
function. According to the size of Xi, the encryption function may be a block cipher or stream cipher. 
  In parameter decryption, the encrypted N parameter pairs X'0, X'1, …, X'N-1 are decrypted into X0, 
X1, …, XN-1 with the chained mode. Taking symmetric encryption for example, the decryption key Ki 
(i=0,1,…,N-1) is same to the encryption key, as shown in Fig. 5. The decryption process is defined as 
0 0 0 0 0 0 0 0 0 0
1 1 1 1 1 1 1
( , ) (( | ) ) |
( , ) (( | ) ) |i i i i i i i i i i
D X K V g V V g X
D X K X g X X g X
α α
α α+ + + + + + +
 ′ ⊕ = ∆ ⊕ ⊕ = ∆ =
′ ′ ′ ′⊕ = ∆ ⊕ ⊕ = ∆ =
.                           (8) 
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Here, D() is the decryption function, and the other parameters are same to the ones in the encryption 
function. According to the size of Xi, the decryption function may be a block cipher or stream cipher, 
which is symmetric to the encryption function. 
EK0
V0
X'0
E
K1
X'1
E
K2
X'2
...
...
...
X0=α0|∆g0 X1=α1|∆g1 X2=α2|∆g2
 
Fig. 4. The chained encryption mode for parameter encryption 
 
D
V0
X'0
K0 D
X'1
K1 D
X'2
K2
...
...
...X0=α0|∆g0 X1=α1|∆g1 X2=α2|∆g2  
Fig. 5. The chained decryption mode for parameter decryption 
 
4 Performance Evaluation 
 
4.1 Security 
 
For image encryption, the security depends on two aspects [2,34], i.e., cryptographic security and per-
ceptual security. The former one denotes the encryption algorithm's security against such cryptographic 
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attacks as brute-force attack, statistical attack, differential attack, etc. The latter one denotes the unintel-
ligibility of the encrypted image content.  
 
4.1.1 Cryptographic Security 
In the proposed image encryption scheme, the selected parameters are encrypted by the cipher in the 
chained encryption mode. For cryptographic attackers, two points are often considered, i.e., counterfeit 
the parameters and break the cipher. 
  To counterfeit the parameters, iα  and ig∆ , the attackers' brute-force space is 
6 9 15( ) (2 2 ) 2N NB N = ⋅ = .                                                                                            (9) 
Here, N is the number of range block, the parameter space of iα  is 2
6, and the one of ig∆  is 29. Gener-
ally, N is no smaller than 16x16, and thus, the brute-force space is no smaller than 23840 that is too large 
for the attackers to get the original image. 
  The scheme's security against cryptographic attack depends mainly on the cipher. To keep secure, 
some existing ciphers with high security can be adopted, such as the block ciphers, Triple Data Encryp-
tion Standard (3DES) and Advanced Encryption Standard (AES), or the stream ciphers, Rabbit and 
RC4 [33]. Here, RC4 is recommended, since its security against some existing attacks has been evalu-
ated and it is proved secure enough for various applications.  In the following experiments, RC4 is used 
to encrypt the selected parameters with the key length of 128, and the same key is used for different 
range blocks. 
 
4.1.2 Perceptual Security 
In partial encryption, the perceptual security depends on the sensitivity of the encrypted parameters. In 
the proposed scheme, the fractal parameters with high sensitivity are encrypted, which keeps the en-
crypted images unintelligible. To compare the parameter sensitivity, different fractal parameters are 
encrypted, and the encrypted images are shown in Fig. 6 and Fig. 7. Here, the number of range block is 
128×128, the number of domain block is 127×127, iα  is of 5-bit, ig∆  is of 7-bit, Dxy is of 14-bit, and 
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iA  is of 3-bit. As can be seen, if only the domain block position Dxy is encrypted, the encrypted images 
(Fig. 6(d) and Fig. 7(d)) are still intelligible. By encrypting both the scale iα  and the offset ig∆ , the 
encrypted images (Fig. 6(e) and Fig. 7(e)) are both too chaotic to be understood. Furthermore, if the 
fractal image coding is based on quadtree, the parameter of quadtree height can also be encrypted, 
which produces also unintelligible images (Fig. 6(f) and Fig. 7(f)).  The experiments on some other 
images get the similar results. Thus, the proposed encryption scheme can obtain high perceptual secu-
rity.  
 
     
(a)                                                  (b)                                                   (c) 
     
(d)                                                    (e)                                                    (f) 
 
Fig. 6. The images produced by encrypting different parameters in Lena 
((a)original, (b) encrypting the contrast scaling, (c) encrypting the luminance offset, (d) encrypting the domain 
block position, (e) encrypting both the contrast scaling and luminance offset, and (f) encrypting the contrast scal-
ing, luminance offset and quadtree height.) 
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(a)                                                    (b)                                                    (c) 
     
(d)                                                    (e)                                                  (f)  
 
Fig. 7. The images produced by encrypting different parameters in Boats 
((a)original, (b) encrypting the contrast scaling, (c) encrypting the luminance offset, (d) encrypting the domain 
block position, (e) encrypting both the contrast scaling and luminance offset, and (f) encrypting the contrast scal-
ing, luminance offset and quadtree height.) 
 
4.1.3 Security against Some other Attacks 
Some attackers attempt to break the encryption scheme by making use of image data's properties. For 
example, they use different key to encrypt or decrypt the same image, and guess the key by investiga-
tion the difference between the encrypted or decrypted images. To counter this kind of attacks, high key 
sensitivity is required, which means that a slight difference in the decryption key will produce a quite 
different image. In the proposed scheme, the key sensitivity depends on the parameter sensitivity and 
the cipher's key sensitivity. Since the parameters with high sensitivity are selected, and the cipher with 
high security is adopted, the encryption scheme's key sensitivity can be confirmed. Taking Lena in Sec-
tion 4.1.2 for example, it is firstly encrypted with the key '0123 4567 890A BCDE 0123 4567 890A 
BCDE' (Hex form), then decrypted with the key '0123 4567 890A BCDE 0123 4567 890A BCDF', 
'0123 4567 890A BCDE 0123 4567 890A BCDD' or '0123 4567 890A BCDE 0123 4567 890A BCDE', 
respectively. The results are shown in Fig. 8. As can be seen, the image can not be decrypted although 
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there is only a slight change in the key. The experiments on some other images can get the similar result, 
which show that the encryption scheme is of high key sensitivity.  
  
    
(a)                                                  (b) 
    
(c)                                                 (d) 
 
Fig. 8. Image encryption and decryption with different keys 
((a) encrypted with Key='0123 4567 890A BCDE 0123 4567 890A BCDE' (Hex from) (b) decrypted with 
Key='0123 4567 890A BCDE 0123 4567 890A BCDF', (c) decrypted with Key='0123 4567 890A BCDE 0123 
4567 890A BCDD', and (d) decrypted with Key='0123 4567 890A BCDE 0123 4567 890A BCDE') 
 
4.2 Encryption/Decryption Efficiency 
 
We have also tested the encryption/decryption speed of the proposed partial encryption scheme, which 
is measured by the encryption time ratio (Etr) and decryption time ratio (Dtr). Here, Etr and Dtr are 
defined as 
Encrypt
Encode
Decrypt
Decode
Etr 100%
Dtr 100%
T
T
T
T

= ×
= ×
,                                                                                                    (10) 
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where EncryptT , EncodeT , De cryptT  and DecodeT  denote the time cost of the encryption, encoding, decryption and 
decoding processes, respectively. Taking images of different sizes for example, the experimental results 
are shown in Table 4, where the parameters are the same as the ones in Section 4.1.2, and the computer 
is of 550MHz CPU and 128M RAM. Seen from Table 4, the encryption/decryption time is no more 
than 15% of the compression/decompression time. And the bigger the image is, the lower the time ratio 
is, which means that the encryption/decryption operation does not delay the compres-
sion/decompression process significantly. This property makes it easy to realize real-time compression 
and encryption and suitable for secure image encoding and transmission. 
Table 4. Test of encryption/decryption speed 
Encryption/Decryption Time Ratio 
Image (Size) 
Encryption time ratio (%) 
Decryption time ratio 
(%) 
Lena(128×128) 8.89 12.16 
San(128×128) 8.42 12.15 
Couple(128×128) 9.78 13.06 
Lena(256×256) 5.43 7.07 
Boat(256×256) 4.86 7.72 
San(512×512) 2.02 3.41 
Eltoro(512×512) 2.15 4.38 
 
 
5 Conclusions and Future Work 
 
In this paper, a secure fractal image coding scheme is proposed and evaluated. In this scheme, some 
parameters with large space and high sensitivity are encrypted during fractal image encoding and de-
crypted during fractal image decoding. The encryption or decryption operation combines with encoding 
or decoding operation and keeps the image format unchanged. The selection of parameters obeys the 
secure partial encryption principles, and the encryption scheme is proved secure by the experiments. 
Additionally, the encryption/decryption operation is time efficient compared with encoding/decoding 
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operation. These properties make the encryption scheme suitable for secure image encoding or trans-
mission. Note that, only the general fractal image coding is investigated in this paper, which will be 
extended to some typical fractal codecs in future work, such as the fractal image coding based on wave-
let or DCT.  
 
References 
 
[1] B. Furht, D. Kirovski (Ed.). Multimedia encryption and authentication techniques and applications. 
Boca Raton, Fla.: Auerbach Publications, 2006. 
[2] S. Lian, J. Sun, D. Zhang and Z. Wang. A Selective Image Encryption Scheme Based on JPEG2000 
Codec. 2004 Pacific-Rim Conference on Multimedia (PCM2004), Springer LNCS, 3332, 65-72, 2004. 
[3] Y. Matias and A. Shamir. A video scrambling technique based on space filling curves. Proceedings 
of Advances in Cryptology-CRYPTO’87, Springer LNCS 293, pages 398-417, 1987. 
[4] Access control system for the MAC/packet family: EUROCRYPT. European Standard EN 50094, 
CENELEC, December 1992. 
[5] H.S. Kwok and Wallace K.S. Tang. A fast image encryption system based on chaotic maps with 
finite precision representation. Chaos, Solitons & Fractals, Volume 32, Issue 4, May 2007, Pages 1518-
1529. 
[6] Q. Zhou, K. Wong, X. Liao, T. Xiang and Y. Hu. Parallel image encryption algorithm based on 
discretized chaotic map. Chaos, Solitons & Fractals, In Press, Corrected Proof, Available online 6 
March 2007. 
[7] T. Gao and Z. Chen. Image encryption based on a new total shuffling algorithm. Chaos, Solitons & 
Fractals, In Press, Corrected Proof, Available online 26 January 2007. 
[8] H. Gao, Y. Zhang, S. Liang and D. Li. A new chaotic algorithm for image encryption. Chaos, Soli-
tons & Fractals, Volume 29, Issue 2, July 2006, Pages 393-399. 
[9] L. Zhang, X.g Liao and X. Wang. An image encryption approach based on chaotic maps. Chaos, 
Solitons & Fractals, Volume 24, Issue 3, May 2005, Pages 759-765. 
 20
[10] J. Yen, J. Guo. A Chaotic Neural Network for Signal Encryption/Decryption and Its VLSI Archi-
tecture. In: Proc. 10th (Taiwan) VLSI Design/CAD Symposium, 319-322, 1999. 
[11] J. Fridrich. Symmetric ciphers based on two-dimensional chaotic maps. Int. J. Bifurcation and 
Chaos, vol. 8, no. 6, pp. 1259–1284, 1998. 
[12] S. Lian, J. Sun, Z. Wang. A Block Cipher Based on a Suitable Use of the Chaotic Standard Map. 
International Journal of Chaos, Solitons and Fractals, 26(1): 117-129, 2005. 
[13] F. Pichler and J. Scharinger, “Finite dimensional generalized Baker dynamical systems for crypto-
graphic applications,” Lect. Notes in Comput. Sci, vol. 1030, pp. 465–476, 1996. 
[14] S. Lian, J. Sun and Z. Wang “Security Analysis of A Chaos-based Image Encryption Algorithm,” 
Physica A: Statistical and Theoretical Physics, Vol. 351, No. 2-4, 15 June 2005, Pages 645-661. 
[15] G. Chen, Y. B. Mao and C. K. Chui. A symmetric image encryption scheme based on 3D chaotic 
cat maps. Chaos, Solitons and Fractals, 2004, 12, pp: 749-761. 
[16] Y. B. Mao, G. Chen, S. G. Lian. A novel fast image encryption scheme based on the 3D chaotic 
Baker map. Int J Bifurcat Chaos 2004; 14(10): 3613-3624. 
[17] H. Cheng and X. Li. Partial Encryption of Compressed Images and Videos. IEEE Transactions on 
Signal Processing, v 48, n 8, Aug, 2000, p 2439-2451. 
[18] W. Zeng and S. Lei. Efficient frequency domain selective scrambling of digital video. IEEE Trans 
on Multimedia, Vol. 5, No. 1, March 2003, Page(s): 118 –129. 
[19] S. Lian, J. Sun, Z. Wang. A Novel Image Encryption Scheme Based-on JPEG Encoding. In Pro-
ceedings of the Eighth International Conference on Information Visualization (IV04), London, UK, 
July 2004, 217-220. 
[20] S. Lian, J. Sun, Z. Wang. Perceptual Cryptography on SPIHT Compressed Images or Videos. IEEE 
International Conference on Multimedia and Expro (I) (ICME 2004), June 2004, v3, pp. 2195-2198. 
[21] S. Lian, J. Sun, Z. Wang. Perceptual Cryptography on JPEG2000 Encoded Images or Videos. In-
ternational Conference on Computer and Information Technology, 2004, pp. 78-83. 
[22] Y. Zhou, C. Zhang and Z. Zhang. An efficient fractal image coding algorithm using unified feature 
and DCT. Chaos, Solitons & Fractals, In Press, Corrected Proof, Available online 7 August 2007. 
 21
[23] T. K. Truong, C. M. Kung, J. H. Jeng and M. L. Hsieh. Fast fractal image compression using spa-
tial correlation. Chaos, Solitons & Fractals, Volume 22, Issue 5, December 2004, Pages 1071-1076. 
[24] C. He, X. Xu and J. Yang. Fast fractal image encoding using one-norm of normalised block. Chaos, 
Solitons & Fractals, Volume 27, Issue 5, March 2006, Pages 1178-1186. 
[25] K.-L. Chung and C.-H. Hsu. Novel prediction- and subblock-based algorithm for fractal image 
compression. Chaos, Solitons & Fractals, Volume 29, Issue 1, July 2006, Pages 215-222. 
[26] C. He, G. Li and X. Shen. Interpolation decoding method with variable parameters for fractal im-
age compression. Chaos, Solitons & Fractals, Volume 32, Issue 4, May 2007, Pages 1429-1439. 
[27] Y. Fisher, Fractal image compression: theory and application, Springer-Verlag, London, 1995. 
[28] A. Jacquin, Fractal Theory of Iterated Markov Operators with Applications to Digital Image Cod-
ing, Doctoral Thesis, Georgia Institute of Technology, 1989. 
[29] A. Jacquin, “Fractal Image Coding Based on A Theory of Iterated Contractive Image Transforma-
tions,” in Proc. SPIE Visual Comm. And Image Proc., vol.1360, pp.227-239, 1990. 
[30] L. Thomas, F. Deravi, Region-based fractal image compression using heuristic search. IEEE Trans. 
Image Process, 1995, 4(6):832-838. 
[31] R. Franich, R. Lagendijk, J. Biemond. Fractal picture sequence coding: looking for the effective 
search. In: Alyazi R (ed) PCS 94 - Proceedings of the International Picture Coding Symposium, CIPIC, 
Sacramento CA, pp 433-436, 1994. 
[32] C. Frigaard, J. Gade,T. Hemmingsen and T. Sand, “Image Compression Based on a Fractal The-
ory,” Institute for Electronic Systems, Aalborg University, Denmark, 1994. 
[33] R. A. Mollin. An Introduction to Cryptography, 2nd edition. CRC Press, 2006. 
[34] S. Lian, J. Sun, J. Wang, Z. Wang, "A Chaotic Stream Cipher and the Usage in Video Protection", 
Chaos, Solitons and Fractals, Volume 34, Issue 3, November 2007, pp. 851-859. 
